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Cyber Suraksha Customer Awareness Tips- DO'S & DON'T
Read Carefully!!! Be Aware, Be Alert & Be Safe.

We advise you to take the following of Cyber Suraksha Security Precautions for a Safe

Digital Banking experience.

Bank will never ask to share PIN, PASSWORD, OTP, ACCOUNT NUMBER, MPIN, UPI
PIN, DEBIT CARD NUMBER, CVV, CARD EXPIRY DATE, LOGIN ID. Never respond to
such fake calls/email/SMS. Do not download any unknown applications from links provided
in SMS, email, WhatsApp, Facebook messenger etc. Issued in Public Interest by The
Ahmedabad Mercantile Co-operative Bank Ltd.

s sUIRYU PIN, ULAAS, OTP, As1Ge2 «iui2, MPIN, UPI PIN, 3[012 51S <012, CVV, s1Seil

AU dRlw, dIB1et 2118S] AR sdlef 582 alEl. wldl aisdl SIQUSAARIUMNU D Y1)

SURY wdle] of AL AABHAY, 3, dl2A3Y, Fuus Ao adlui w6l [6s
yell sl wAneil AMedAet S1Ge1€ls 5220 o1&l

Never share your account details such as account number, login ID, password, PIN, UPI-
PIN, OTP, ATM / Debit card / credit card details with anyone, not even with bank officials,
however genuine they might sound.

dAHIL Wldlefl [@Aotdl BH ¥ As1Ge2 «ivl, dloilet 3USS], ulddS, PIN, UPI-PIN, OTP,
ATM/3[G12 5157352 51Seil [Adldl suIYU S1Seil UL AR 5221 «18l, ols vilasiluil U1
Yl oSl M d 6l |ldl.

As a prudent practice before downloading, as per your requirements check on the
publishers / owners of the app being downloaded as well as its user ratings etc.

SIGadlS sdl Uedl As AUFLR Uls2A did, dUIZ]l FeRULdl HUqAR SIGadlS
s LM 1] 3] B 2Aetell usLaAS/HLUAS) AU dell dulAsdl A1 a1 dutl.
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If you receive any e-mail/ message with embedded links/ calls to update or verify KYC
documents/ User ID/ Password/ Debit Card number/ PIN/ CVV/ OTP etc., never respond to

them. Change your Password/CVV/PIN immediately if you have inadvertently exposed

your authenticity.

%l dHa JAuA]l edldB /YRR JUSS/UAAS/3(012 515 eivt/ et/ cdledl 2012140

A3\ WUSe sCAL AL ASIAL HI2 2013S [GsA/s\e Uleeil SIS §-He/ /el HA 8,
dl dell sy e WAl «AEl. Bl dil wUANAdi dulR] Alasddl 21 Aidl ely dl
dd % dHI UlAdS/CVV/PIN Gi&d).

Any phone call / email threatening the blocking of your account on the pretext of non-
updation of KYC and suggestion to click a link for updating the same is a common modus
operandi of fraudsters. Do not respond to offers for getting KYC updated / expedited.

Always access the official website of your bank / e-wallet provider or contact the branch.

KYC uS2lel sislal dHlRl AsIGe2a vls sclsll yHS] dIUdl S1FURL sl sla/sHd
o del Wude sl U2 (65 UR (565 sdlef YUel 3 DdAUS] setR1BdleAl ALY
H1S™ 1UeS] B. KYC 21ule/»sul suddl Hizeil 218 il wcliod w12l «1&l. éRail
dHI ds / 8-dlde Ueldl ol AdldR AUl AsAA $2 veldl 2Alulell dus s,

While downloading an application, check the permission/s and the access to your data it
seeks, such as contacts, photographs, etc. Only give those permissions which are

absolutely required to use the desired application.

V[ 32lel SIGAAALS Sl duid, Udlstdil/a) wa d dHIL Seleil WsAA dulA], BH >
Ausl, sl21u1sA 2. 55d A % UdIed{l2) AU B 8RO A [Ed2Aolell GUALIL sdl
HI2 ASEH %3 B,
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Do not allow others to use your account or KYC to receive or transfer money or rent for a
fee / payment.

sl/sARIl I sllel Hnddl wWed] 2ledsR SAL WAL MLSL HI ¥ dlslal dHIRl
5162 vieldl KYCell GUUldL scleil 1R 211u2ll ol

Do not download any unknown app on your phone / device. The app may access your
confidential data secretly.

dUIRL Slot / GUSAL UR S1SURL ARl v [wE}2ued SIGaALS s220) 1], A wd2let dH
A duiRl ANUsily Seia AsAA s3] 23 8.

Do not download any Remote Application or screen sharing apps, in your Smart Phone,
such as AnyDesk, Quick Support, Teamviewer, etc.,

dHIRL 12 SledMi slguL AHle A (B2t waudl 2$le ARL AU SIGHLS 520 <1 8],
BU AnyDesk, Quick Support, Teamviewer, QIR

Be watchful regarding mobile network access in your phone. If there is no mobile network
in your phone for a considerable amount of time in a regular environment, immediately
contact the mobile operator to ensure that no duplicate SIM is being / has been issued for
your mobile number.

dHIRL SleiHi HluISd A2ds AsAA 2 UldAd E). %) [HUAGLd didldRHI dHIRL

Slotui olltulA AHY HIR S18 HlWISE A2ds of S1Y, dl dd % HluIgE vlu2eil AU

520 Bl wid 53] ASIA Y dUIRL HIMIFY oiod2 U2 518 Sede RIU Sy s A1y
siefl.

Transactions involving receipt of money do not require scanning barcodes / QR codes or

entering PIN. Thus, exercise caution if asked to do so.

ol Nuddl I WISLS / QR SIS el sdlell weldl PIN &lWd sdlell %R eil.
VM, B AU Sdlef s&clii w1 dl AlaAddl gAvl.
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Always access the official website of a bank / e-wallet provider for contact details. Contact

numbers on internet search engines may be fraudulent.

Aus (ao1dl Ui éNall ds/8-dlde Ueldl «il wltsd AuiAlge il GUAldL 53). Ye2rel2

AA A2l U Hdl AUS siol) vil2l €1Y 213 D.

Check URLs and domain names received in emails / SMSs for spelling errors. Use only
verified, secured, and trusted websites / apps for online banking, that is, websites starting

with “https”. For Example: our Bank Official Internet Banking website is start with https
means secured https://netbanking.amcobank.com In case of Cyber Fraud notifies the

local police / cybercrime branch immediately.
ALsQileil @il Ul HUHR/AANVIHWY Ui UIH URL il S1sl ollH dUlRl]. Bleicieel

ol(5o1 Ul Ul usAAG, YR(&ld al [dadeld duAplge/ARie1l GUYldL s, ved 3
‘https’ &l 2Ax Adl AdwALSSl. Gelsl did: https://netbanking.amcobank.com
WU IR] e sell ltsd 9oeae 51 deAlee https &l e el Wed y(8d 8.

If you receive an OTP for debiting your account for a transaction not initiated by you, inform
your bank / e-wallet provider immediately. If you receive a debit SMS for a transaction not
done, inform your bank / e-wallet provider immediately and block all modes of debit,
including UPI. If you suspect any fraudulent activity in your account, check for any addition
to the beneficiary list enabled for internet / mobile banking.

%l dil dHRL GIRL 2R $AACL AdSR Ul dHIRL ¥sIGe2al S[we sdl Ul OTP UIH
520 91, dl dd % dMI] ols / S-cdlA2 Usldla A8l 52U, W) dHa S16 AdSIR o1 sl UL
S[o12 SMS uIH eld 8, dl dd % duIR]l ds/g-dlde ueldiad AL A wal UPI Al&d
Slei2 ol duIM HlS o edls S %] dHal dHIRL WLdIHi 518 sueeil ugldeil 2isl sy, dl
goeal2/HluIgd Gle5o1 IR uatH 539 dletlell ol ALETHT dulA 5.
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Unsubscribe the mails providing links to a bank / e-commerce / search engine website and
block the sender’s e-mail ID, before deleting such emails.

Ol 5/65-SIHU/AUY Weel dwAlSeedl [As wIUdl ASFEal BeAA0RSIO0L 5 v BLdl
SNG4 [Sele sdl USdl HlsdelRell §-1d w1PSla udls s,

Do not share the password of your email linked to your bank / e-wallet account. Do not
have common passwords for e-commerce / social media sites and your bank account /

email linked to your bank account. Avoid banking through public, open or free networks.

dHRl ds/g-dlae As1Go2 UL (G5 s dHIL FAE ol YiddS AR 521 oSl duizl

A §-sluARARIue HLSUL A2 v dURL s WsIGee A (As 4dd duIRl os

As1G2/9NOE HIZ UlHIoU UIAAS of AVl ANER, Vicdl Aeldl Hsd dA2ds gLl ol(5a1
5l 2lul.

Do not set your email password as the word “password” while registering in any website /
application with your email as user-id. The password used for accessing your email,
especially if linked with your account, should be unique and used only for email access and

not for accessing any other website / application.

s16URl delSRAME}Ae Ui dHIRL A UL YA-ALGS] dd «lugil sdl awd
dHIR S0d UIMdS A0 "UlMdS" dF A2 520 A&l dURl SAda AsAA Sl UIR
AUl UIHAS, WA $3la %) dURl 25162 A1 (G5 539 S, dl Y[els Eldl H1gA
W dell GUALL U FAA AsAAU U2 ¥ &ldl HSU W WY 1Y
dotAuig/AMEbAea vsAA sdl UL ol

Do not be misled by advice intimating deposit of money on your behalf with RBI for foreign
remittances, receipt of commission, or wins of lottery. Beware of such unbelievable lottery
or offers - nobody gives free money, especially such huge amounts of money.

(ciR2il 2o, s(H2Ae(] 2241e weldl |12 Bddl HI2 «il dlqyHi wLd] dHIRL dedl RBI
Ui ollQli wuL sAuAddledl Yusiell A™M] €120 «ASl. il vilasdAsla qle:l veldl
wIsell Aldy ) - 518 UL (S HdHi YAl A1Ug otell, wWid s3a w126l H12) 254,
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Do not allow others to use your account or KYC to receive or transfer money or rent for a

fee / payment.

sl/sARIl I sllel Hnddl wWed] 2ledsR SAL WAL MLSL HI2 ¥ dlslal dHIRL
5162 vieldl KYCell GUUldL scleil 1R 211u2ll ol

Always verify the genuineness of a fund request from a friend / relative by confirming
through a phone call / physical meeting to be sure that the profile is not impersonated and
also sure relative/ friends Voice Cloning (Duplication) is done or not done through
Al(Artificial Intelligent)

[la/2ivid]l dsell eMul Hlsadi U2 Hadl (deidl ol dlrdlasdl édau sl
sla/(s(m»sa Hl2o1 gll Y@ s30a usiAl A deil Widil 520 F 518 oleliall vlsigdeil
aldl s vl oeil. wWidil sA 3 Aoitlul/fisAlell ualweq shade AuLS

RAR(s[Aud 2 [quer) Il scAIUi I}] B F o1l

Regularly check your email and phone messages for alerts from your financial service
provider. Report any unauthorized transaction observed to your bank / Service provider

immediately for blocking the card / account / wallet, so as to prevent any further losses.

dHRL ol isld Adl ueldl dgel Adarilail Hi2 dHiRl 9H8d el §lod A1)
[FULIAUQ duldl. sISPAsIGe2/dlA2a uals sl M2 dHIR]l ds/Adi-veldl <
wAdlsel $AAA S1SURL Welldsd cudeRedl disilas Al 52, Beil sl slsusl ay
o sAlel Wesldl s,

NEVER write the PIN on your ATM card.
dMIRL ATM 5LS UR 413U Qs ol qu).
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Always check that there is no extra device attached, near the card insertion slot or keypad
of the ATM machine, before making a transaction.

Q&R Sl USAl SNl AS A SIS &IWE Sdlall 2612 veldl ATM H2iletsil $1Us
Ul s1¢ atiRle] GUsL FsIAd el

Cover the keypad with your other hand while entering the PIN.
PIN &1Wd Sl duid duil oilen el s1use 2isl.

Don’t enter the PIN in the presence of any other / unknown person standing close to you.

dHIZ] c1%)s GRlal e S165 /MU USeloil S1%Hi PIN e1wWd 521 o1&l

Do NOT give your ATM card to anyone for withdrawal of cash.

A5S GULSCL HI2 dHLDd ATM 51S Sl 211Ul o1&l

Do NOT follow the instructions given by any unknown person or take assistance / guidance
from strangers / unknown persons at the ATMs.

518 ANl culsd gl iudiMi HIA6] YAstivlef Uldel $220 o1&l weidl ATM UR
WA /ALY < [Selvilod]l At/ Il of .

If cash is not dispensed at the ATM, press the ‘Cancel’ button and wait for the home
screen to appear before leaving the ATM.

%l ATM UR 5S dilddl <2l dl '2¢ 521" 6i2el suilcl wel ATM 91Sdl USdl S1H 2Slel

TUIA defl A P,
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Secure your cards and set daily limits for transactions. You may also set limits and activate

/ deactivate for domestic / international use. This can limit loss due to fraud.

AL 51SA Y2A8A 52 v cudeIR] HI2 Blels Hulel A2 52, dA Hulel ur A2 3l
2151 1 Wal ALlas/AidAYIA GUULdL UL AlsU/(alssy s3] 28l O wl DS &l
eldl oisAlela HUlEd 53] 23 B.

if not in use, WiFi enabled debit/credit card turn off contact less payments facility through

mobile or internet banking.
U dlosle UatH 3[o1e/3(Se s1S GUALIML «f SlU U Hlupd Aedl Pe2rel
A1 glrL Slo12/3(52 s1S ol Slese A U2 Y[dul viy 3.

Do not share personal and confidential information on social media platforms and do not
purchase through Any social media link/Applications. Any Apps Install from only

Playstore/Apps Store.
Allud HlSUL Wesld U culsdold uia dNueld Hilédl 22 5220l <18l wa slgul

Al(ud qllsul ([Gs/xMedAa glRL Wlel s20l «l. s18UBL AW §5d W1/
2RUiell po2ld s3.

Avoid using public WiFi Internet / unknown charging ports / cables.

Al [o1s Al §1e Berele/ WAL UL[FIL Ul2 / Juideil GUALdL s1lq] 210l
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Important details for Bank’s Valuable Customer

v %l 518 [s®ed BdMUsl ldl UG, dl FlwH g2lsdl HIe ALESs Gkl AdIMi widdl
wiel[Hs udldl «{1A ¥ Lde UHIEl AR

Step: 1: ¥leidieel (5] 2lods2Aqt AdL 6iY sdl :
olsell €35 S(we cudERlell SMSHI STOP wleldl8el 6l(591 2lenbsrlal Adlell AHLd2l

1Y 8, %l dulZ]l AMld [dell dMil wididiell QAL S(e12 saMi vicul 81y, dl Alss
dd % 6ls SMS UR 9607877466 STOP <SPACE > <XXXXXX>8¢dl 6 ¥isell A/C sitd2 UR
ol 52 AL 8. WL Ad SMS &l BdAUsleil uglrial Asdl UL ALes drd % Wledlel
2lods2el Adl viy s3] A3 8.

ATM Card 6itl $dl H(2 :
%l dHal ¥RUY 3 dMId (o1 515 A1) ASi AAd D dl di dsedl Hlollsd AW viedl

goae (5ol gl2l wedl A%wRS Hluiigaeil 8750587505 UR vals (RAA) (15 [(Se
A/c sl61R) dil} SMS GIRL ATM 51Sa udls 531 215 ©).

Step: 2: 8dSleil elesiledl olsa AL 53 :

BdUslell elesilell s1d g1 olsa 2L s weldl info@amco-bank.com U 194 s3]
sl 9l wedl dsedl doAiveedl Yaisid dl - &euss [dscu Complaint to Bank
(https://complaint.amcobank.com) UR {sﬁ.?-lli. s asl o, Bdl 3 ATM A,
IMPS/UPI Ad 4], E-commerce Adl, {184 6I[531 vial we AR, DSl eleaileil
(cdtddiR [cdtdledl QL sal Wal ALsS «il S16 Ul sRULE <1l (a1 HI2 dsa sRuUle
s,

Step: 3: ALAGR s1FH RULEA!
AURNGR S18H SAUAIT oitd2 1930 U S1d 531 weldl AAede AR sIgH RUll2o1

Uledefl Yalsld |8 https://cybercrime.gov.in «lPLRS) Ul& 2AAd DAMS)e] (qo1dl

Alel UAR olllLsly dddsluledl el sl sy 8.
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